APPENDIX B

Incident Reporting Form

Under the Data Protection Act, 2020, data controllers have an obligation to report data breaches
to the Information Commissioner. Data Controllers are organizations that determine how and
why personal data is or will be processed. NEPA falls in this category as it determines how and
why the personal data of customers, employees and suppliers are processed.

A data breach is an unauthorized access or acquisition of personal data that compromises the
security, confidentiality, or integrity of personal data maintained by a data controller. On the
other hand, an incident is a situation in which the confidentiality, integrity or availability of
personal information may potentially be compromised.

All breaches are incidents but not all incidents are breaches.

If you have a suspicion that an incident or breach has occurred, kindly complete the Incident
Reporting Form below. This will allow us to investigate, assess, remediate the incident and
where necessary notify the Information Commissioner.

Report Type:

L0 Initial Report
O  Follow-up Report

About the Breach:

a. Describe what happened.

b. Describe how the Incident occurred.

c. How did you discover this incident?




d. When did you discover the incident?

e. What categories of personal data were revealed or were likely to be revealed during
the incident?

L] Name

0] Email address
O Address

O Date of Birth

U] Place of Birth
L1 Age

U] Other

f.  What categories of sensitive personal data were revealed or were likely to be revealed
during the incident?

L] genetic data

L] biometric data

U filiation

U racial or ethnic origin

U political opinions

L1 philosophical beliefs

U religious beliefs or other beliefs of a similar nature
[ membership in any trade union

U physical or mental health or condition

[ sex life




L1 the alleged commission of any offence by the members or any proceedings for any
offence alleged to have been committed by the members.

g. Whose personal data was or is likely to have been affected as a result of the incident?

O Employees
1 Customers
O Suppliers
O Other

h. Have you taken any action(s) to handle the incident? If yes, please explain.

i. Was there any delay in reporting this incident? If yes, please explain.

About You

Kindly provide us with the following information:
Name:

Email address:

Business Unit/Department:

Date:




